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Fraudulent Email Identification HYORS!

Did you get an email that you’re questioning? Does it look fishy but you’re not sure? Here’s a sample of a fraud
email with some warning signs.

Subject: Attention kindly follow instruction before 48hrs

From: torontohydro.com <smtpfox-240f3 @flips.chinesebiznews.com>
Sent: Sunday, March 7, 2021 9:21 PM

To: (D - @D ©=ail.com>

Subject: Attention, kindly follow instruction before 48hrs

torontohydro.com
Terms & Conditions changes

Attention: -@gmail.come

We launched covid-19 version of E-mail account for all our users to accommodate the
pandemic challenges.This is torontohydro.com efforts to support our users in fighting the
pandemic.

click UPDATE ,to follow instructions and upgrade to the new version to avoid removal from
torontohydro.com server.

Note: Ignoring this notification will led to account removal from torontohydro.com

exactly 48hrs (8 Mar 2021) from now (6 Mar 2021) because user will be considered inactive
and a robot.

UPDATE NOW

© 2021 torontohydro.com
>>>>>>>>>> Please do not reply this message. <<<<<<<<<<

1. Fake email address 3. Spelling and grammar 5. False threats
The scammer makes the email appear The fake email contains misspelled The scammer attempts to cause
as though it came from Toronto words and grammatical errors that a false sense of urgency through
Hydro, but the email address itself is make it difficult to read. threats such as account closure or
completely different. 4. Links disconnection.

2. Attempted personalization Don’t click on links. To verify a
The recipient’s email address appears hyperlink without clicking it, hover
in the body of the email to make the over it with your mouse. Carefully
notice appear personal and legitimate. check if it’s accurate.
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®A registered trademark of Toronto Hydro Corporation used under licence. “Toronto Hydro” means Toronto Hydro-Electric System Limited.



